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BACKGROUND OF THE INVENTION 

1 5 The present invention relates to an improved system for transportation and 

delivery using bar codes to uniquely identify customers and delivered goods in a secure 
and quick manner. 

1 



The Internet has produced a proliferation of e-commerce transactions. While e- 
commerce transactions offer convenience and speed to customers seeking to purchase 
goods online, most e-commerce transactions must end with the physical delivery of 
goods to a consumer. Indeed, the delivery stage is particularly prone to error or sabotage 
5 as goods may be inadvertently or maliciously routed to the wrong destination. The 
ability to secure the delivery of goods to the consumer in a manner that inspires 
confidence in both parties would be of great benefit to both providers of goods and the 
consumers who use them. 



10 SUMMARY OF THE INVENTION 

Therefore, the proposals of the related art fail to comprehensively overcome the 
problems discussed above and other related problems. Advantages of this invention will 
be set forth in part in the description which follows, and in part will be obvious from the 
description, or may be learned by practice of the invention. The advantages of the 
15 invention will be realized and attained by means of the elements and combinations 
particularly pointed out in the appended claims. 

The present invention provides an improved method for the handling of packages 
and other e-commerce transactions using bar code technology and, in particular, the use 
of the security features available in two-dimensional bar codes, such as, for example, 
20 PDF-417, which was developed by Symbol Technologies, Inc., the assignee of the 
present invention. In further embodiments, the security of a transaction is assured by 



2 



using the ability of a two-dimensional bar code to reliably verify the identity of a 
participant in the transaction by comparing biometric data provided by the user in a one- 
time secure transaction (which is recorded within the two-dimensional bar code) and 
biometric data provided by the user of the system just prior to entering a transaction. 

5 It is to be understood that both the foregoing general description and the 

following detailed description are exemplary and explanatory only and are not restrictive 
of the invention, as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

10 The accompanying drawings, which are incorporated in and constitute a part of 

this specification, illustrate embodiments of the invention and together with the 
description, serve to explain the principles of the invention. 

Figure 1 illustrates a computer program capable of printing a check with a two- 
dimensional bar code. 

15 Figure 2 illustrates a check incorporating a two-dimensional bar code that 

includes signature information printed using a computer program. 

Figure 3 illustrates in flowchart form a method of practicing an embodiment of 
the present invention. 
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Figure 4 illustrates a sample receipt that may be used in practicing an embodiment 
of the present invention. 

Figure 4A illustrates another form of a sample receipt that may be used in 
practicing an embodiment of the present invention. 

5 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

Reference will now be made in detail to the embodiments of the invention, 
examples of which are illustrated in the accompanying drawings. 

The proper identification of a party in a proposed transaction of goods, 
10 information or services may be ascertained by the use of a two-dimensional bar code. 
The need to encode more information in a smaller space has driven the development, 
standardization, and growing use of two-dimensional bar codes. Where traditional one- 
dimensional bar codes act as a pointer to reference information stored in a database, two- 
dimensional codes can function as the database itself, and therefore assure complete 
1 5 portability for two-dimensional labeled items. 

For example, PDF417, or Portable Data File 417, is a two-dimensional stacked 
bar code symbology capable of encoding over a kilobyte of data per label. The "portable 
data file" approach is well suited to applications where it is impractical to store item 
information in a database or where the database is not accessible when and where the 
20 item's bar code is read In addition, PDF417 is an error-correcting symbology designed 
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for real-world applications where portions of labels can get destroyed in handling. It 
performs error correction by making calculations, if necessary, to reconstruct undecoded 
or corrupted portions of the symbol. A user may define one of 9 error correction levels 
labelled levels 0 to 8. All error correction levels, except Level 0, not only detect errors 
5 but also can correct erroneously decoded or missing information. 

PDF 417 also has the feature of Macro PDF417. This mechanism allows files of 
data to be represented logically and consecutively in a number of 'PDF417' symbols. Up 
to 99,999 different PDF417 symbols can be so linked or concatenated and be scanned in 
any sequence to enable the original data file to be correctly reconstructed. In particular, 
10 PDF417 has been demonstrated to be effective in communicating large data files and to 
be easily scannable with existing proven hand-held technologies. Successful installations 
and broad supplier support further supported its selection. Detailed decision factors 
included: 

• Demonstrated robust error correction 

15 • Demonstrated to be readable with a wide range of scanner technologies including 

laser, linear CCD and imagers 

• Demonstrated robust non-contact reading performance 

• Best backward compatibility with the scanning of one-dimensional bar codes in 
existing applications. 

20 • Proven track record and field performance 

Based on the versatility of the two-dimensional bar code, it is possible to use the 
code as a key to access information. For example, a consumer desiring certain 
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information or goods from a provider presents a bar code previously obtained from the 
provider which encodes information about the consumer that only the consumer himself 
or herself can verify. If the provider matches the information from the bar code with the 
information presently provided characteristics of the user, the provider can allow access 
5 to the desired information or goods without fear that a fraud or mistake has taken place. 

For example, as illustrated in Fig. 1, a computer program is used to generate a 
request to print a check. The user inputs the requisite information including his or her 
signature using, for example, a pen tablet. The computer program then prints a check 
similar to the form in Fig. 2, which includes information about the user's signature and 
10 other pertinent data encoded in the PDF 417 bar code on the check. The user then may 
l jl sign the check in the normal fashion in the lower right hand corner. Upon receipt, the 

bank may verify the authenticity of the signature by scanning both the PDF 417 bar code 
and the signature and comparing them. If they are substantially identical, the authenticity 
is verified. This concept can be expanded to include any type of biometric data such as 
15 facial appearance, signatures, thumbprints, handprints, voice prints and retinal scans and 
any type of transaction where a secure and inexpensive method of authentication is 
desired by each party. 

In an embodiment of the present invention, a Mail Item Retrieval System (MIRS) 
may be utilized. There are 38,000 retail postal locations and an unlimited number of non- 
20 USPS commercial sites where MIRS can be located. The MIRS provides customers with 
the freedom to pick up their package 24 hours a day, seven days a week. In a further 
embodiment, the MIRS may be located at a user's home or place of business. 
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The MIRS is based on the concept that each user need only provide select 
biometric data to the MIRS provider once in a secure fashion. At this time, the user also 
provides his or her location information which may include the user's address, phone 
numbers and e-mail contacts. The user may also provide financial information to the 
5 MIRS, such as a credit card number. This biometric data is then stored into the MIRS to 
be encoded into future two-dimensional bar codes provided to the user in electronic 
format and thereafter printed by the user on his or her personal printer. The MIRS may 
also provide security guarantees that creates a firewall between the biometric 
information. 

10 Once an account is established with the MIRS, the user may directs that providers 

of goods send merchandise purchased over the phone or the Internet be sent to his or her 
mailbox account with the MIRS. Providers and other providers of goods and services 
may also interact with the MIRS provider. 

Turning now to Figure 3, shown is a flowchart of using the MIRS, which is an 
15 embodiment of the present invention. In step 10, a user receives notification of a 
package's arrival at the MIRS facility. Such a notification could occur via voicemail, 
electronic mail, a cell phone, a pager or a PDA. The notification will include an 
attachment for printing an appropriate receipt. In step 20, the user at his or her 
convenience retrieves the information about the package received and in particular obtain 
20 a printed copy of a receipt including such information. The receipt will include a two- 
dimensional bar code, such as PDF which will incorporate information provided by the 
user to identify himself or herself previously to the system 
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The bar code on the receipt may contain biometric data that is a unique to the user 
and that has been previously provided in a secure manner to the entity providing the 
notification service. Such biometric data may include, for example, voice-print 
fingerprint, hand-print, retinal scan information, signature information, facial features or 
5 any other unique identifying features about the user. As shown in Figure 4, the printed 
receipt obtained may also include information necessary for the user to obtain the 
package. Such information may include the nature of the package, the dimensions of the 
package and the location where the package currently resides. The security of the MIRS 
is guaranteed by the fact that the receipt cannot be used to retrieve the package from the 
10 MIRS unless and until it is countersigned by the correct user. If anyone other than the 
correct user attempts to sign the receipt and retrieve the package, the MIRS will not 
release the package because the biometric signature information contained in the two- 
dimensional bar code and the signature will not match. This security technique may also 
be used for other biometric data. 

15 Returning to Figure 3, in step 30, the user brings the printed receipt to of the 

location of the package, at this location the user then it provides the required biometric 
data to the package provider. For example, the user may affix his or her signature on the 
printed receipt just prior to arriving at the package retrieval facility. As shown in step 40, 
at the package retrieval facility which may be at a post office or other central location or 

20 even an the user's home, the user has the MIRS scan the two-dimensional bar code and 
also provides the necessary biometric data to the retrieval system. The act of providing 
such data may be accomplished by signing the receipt in the space indicated and having 
the MIRS scan the signature or by providing a retinal scan handprint, fingerprint or voice 
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print to the MIRS. Alternatively, the MIRS could use a camera to scan the facial features 
of the user and compare the biometric data retrieved from that scan with the biometric 
data retrieved from scanning the two-dimensional bar code. 

In step 50, the MIRS compares the previously obtained biometric data encoded in 
5 and the two-dimensional bar code with the currently obtained data biometric data 

provided by the user. If the two sets of data match, the retrieval system than provides the 
package to the user. As shown in step 60, the retrieval system may present the user with 
the package in order for the user to confirm that that is the actual package that is desired. 
In a further embodiment, the MIRS can arrange that the provider of the goods only 
10 charge the user's credit card once the user has actually retrieved the package. This can be 
accomplished without having the MIRS reveal the user's financial information to the 
provider. 

In a further embodiment, the MIRS may employ the signature-capture system 
using electro-optical scanning as disclosed in U.S. Patent No. 5,138,140, which is hereby 

15 incorporated by reference in its entirety. Two-dimensional information such as a written 
signature can be captured and subsequently reconstructed by using an electro-optical 
scanner. A multi-row preamble code and a multi-row postamble code flank the signature, 
and each code has a row identifier for identifying which row is being scanned by a scan 
line emitted by the scanner, as well as start/stop data for identifying when each scan line 

20 traverses the boundaries of a space containing the signature. 

The occupied zones, i.e. those having parts of the signature, present a different 
light reflectivity to the scanner than the non-occupied zones, i.e. those having no parts of 



9 




the signature. The occupied zones are akin to bars, while the non-occupied zones are akin 
to spaces of a UPC symbol. The occupied zones represent binary ones, and the non- 
occupied zones represent binary zeros. When a scan line of the scanner traverses a row of 
zones in the space, the occupied zones reflect less light than the non-occupied zones, and 
this light-variable information can be processed into data representative of the signature 
in a manner completely analogous to that are known in the art for processing a UPC 
symbol. 

However, unlike a UPC symbol, which is one-dimensional and can be scanned 
and read by a scan line anywhere along its height (i.e. the transverse " Y" axis), a 
signature is two-dimensional since it contains different information in both the 
longitudinal ("X" axis) and the transverse ("Y" axis) directions. To decode a two- 
dimensional signature, it is further necessary to know which row of zones is being 
scanned by a particular scan line and also when each scan line enters and exits the space 
containing the signature. 

The signature scanner uses a multi-row preamble code means, and a multi-row 
postamble code means, respectively located forwardly and rearwardly of the space as 
considered along the longitudinal direction. Each code means is a multi-tiered symbol 
structure having electro-optically scannable and readable encoded data arranged along the 
longitudinal and transverse directions. Each symbol structure can be a unique two- 
dimensional marking symbol structure, a tiered bar code, or a new symbol structure 
compatible with prevailing standard bar code symbology. As shown in Figure 4A, each 
code means arranges its encoded data in a plurality of longitudinally-extending rows 1, 2, 
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3, 4 ... N, where N is a substantially large enough number to provide adequate resolution 
of the signature. In theory, an infinite number of rows would provide the sharpest 
resolution, but, in practice, 25 rows are sufficient to provide an adequately resolved 
signature. The rows are tiered, i.e. stacked one above another, in the transverse direction. 
Each row of encoded data also includes synchronizing means, i.e. start/stop data, for 
identifying when each scan line traverses the anterior and posterior boundary lines of the 
signature space. 

In a further embodiment, the scanning described above may be accomplished by 
the user using a device independent from the MIRS, such as, for example, a stand-alone 
portable scanning device or a scanner integrated into a cell phone, PDA, or pager. 

The returns process is a large and looming problem for retailers, e-tailers, catalog 
companies and the USPS. The MIRS may be used in a similar manner for the return of 
packages to a provider. After notifying the provider of the goods that a return is desired, 
the provider can take the opportunity to ascertain why the user wishes to return the item. 
Such notification may be done by phone or over the Internet. Once the provider is 
notified, the provider can use the MIRS to electronically deliver a return receipt to the 
user. The user may then print the receipt, which will include a two-dimensional bar code 
including encoded biometric information of the user. The receipt may also include 
information about addressing the package for a return including the location of the MIRS, 
the address to which the package should be sent and postage return information. Such 
information may also be printed out as a separate mailing label, which may be affixed to 
the return package. 
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Similar to the acquisition process, the user brings the printed receipt to the MIRS. 
At this location the user then it provides the required biometric data to the MIRS. For 
example, the user may affix his or her signature on the printed receipt just prior to 
arriving at the package retrieval facility. At the package deposit facility which may be at 
5 a post office or other central location or even an the user's home, the user scans the two- 
dimensional bar code and also provides the necessary biometric data to the retrieval 
system. The act of providing such data may be accomplished by signing the receipt in 
the space indicated and scanning the signature or by providing a retinal scan or handprint, 
fingerprint, voice print to the MIRS. Alternatively, the MIRS could use a camera to scan 
10 the facial features of the user and compare the biometric data retrieved from that scan 
with the biometric data retrieved from scanning the two-dimensional bar code. The user 
may then deposit the package in the MIRS in a secure manner. 

In a further embodiment, the MIRS could analyze the returned package physical 
characteristics such as its size and weight to make a determination whether the goods to 

15 be returned are actually in the package. The MIRS would compare the measured 

physical characteristics of the package with those previously provided by the provider. If 
the analysis reveals that the actual package characteristics differ from the expected 
characteristics, the user at the MIRS could be given the opportunity to verify that the 
package actually contains the goods that are to be returned. If the analysis reveals that 

20 the actual package characteristics match the expected characteristics, the MIRS could 
arrange for the provider to immediately refund the purchase price by crediting the credit 
card of the user if the user has chosen to provide this information to the MIRS. Such a 
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credit could be reversed by the MIRS if the provider later receives the package to find 
that the goods returned do not, in fact, match the goods expected. 

Other embodiments of the invention will be apparent to those skilled in the art 
from consideration of the specification and practice of the invention disclosed herein. It 
5 is intended that the specification and examples be considered as exemplary only, with a 
true scope and spirit of the invention being indicated by the following claims. 
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